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B. WASHINGTON 032686 
1. FOLLOWING IS CONSOLIDATED^ ^RESPONSE TO REF B REQUEST 
FOR SUMMARY OF EFFORTS EXPENDED AGAINST CRYPTOGRAPHIC TARGETS, THIS 
MESSAGE DEALS WITH THE SOVIET TARGET, 

2 ‘ JH j[ AT HEADQUARTERS REQUEST,/ 3 IS CURRENTLY 

reviewing its entire soviet/ east European operational program with 
the objective of achieving BETTER FOCUS and direction of limited 
RESOURCES AVAILABLE for APPLICATION to The APPROXIMATELY 650 SOVIET 
AND EAST EUROPEAN OFFICIALS IN THE BONN/COLOGNE AREA, THE REVIEW 
IS CONCENTRATING ON THE SELECTION OF ONE OR MORE PRIMARY TARGETS 
FROM THIS MASSIVE GROUP, CODE CLERKS, BECAUSE OF THEIR UNIQUE. 
ACCESS, ARE RECEIVING CLOSE SCRUTINY IN THIS S EL CT 10 N PR OCES S, THE 
FOLLOWING TENTATIVE COMMENTS ARE OFFERED REGARDING OUR POSSIBILITIES 
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FOR WORKING SUCCESSFULLY AGAINST SOVIET CODE CLERKS HERE. 

A, SOVIET EMBASSY: IN EARLY 1 97 6, SHORTLY BEFORE OUR RECEIPT 




OF REF A, THE SOVIETS MOVEP THEIR EMBASSY. ONLY RECENTLY HAVE WE 
BEEN ABLE TO DETERMINE THAT THE EMBASSY'S CODE CLERKS ALMOST CER- 
TAINLY LIVE AT THE CURRENT (NEW) EMBASSY SITE, RATHER THAN IN THE 
LARGE SOVIET APARTMENT HOUSE, OUTSIDE THE EMBASSY COMPOUND, WHERE 
MOST EMBASSY E MP LO YE ES' L IV E. (THE B FV » INCIDENTALLY, STILL LISTS 
THE CODE CLERKS AS LIVING IN THE OUTSIDE APARTMENT HOUSE.) IF THE 
CODE CLERKS WERE IN FACT LIVING IN THE APARTMENT HOUSE, IT MIGHT 
HAVE BEEN POSSIBLE TO MOUNT AN OPERATIONAL EFFORT AGAINST THEM, 
DEVELOPING ACCESS TO ANYONE REPEAT ANYONE LIVING AT THE EMBASSY, 
WHICH IS IN A GUARDED, FENCED COMPOUND, SCREENED FROM VIEW BY TREES, 
IS A TASK OF THE UTMOST DIFFICULTY. IN THE INSTANCE OF CODE CLERKS, 
WHO SELDOM TRAVEL, RARELY TALK ON THE PHONE, AND WHOSE PERSONAL 
ACTIVITIES ARE PROBABLY CLOSELY SUPERVISED, THE DIFFICULTY IS COM- 
POUNDED TO A POINT OF VIRTUAL INSUPERABILITY. NEVERTHELESS, SHOULD 
WE DETECT ANY WEAKNESSES IN THE DEFENSES AROUND THESE CODE CLERKS, 

WE SHALL MOVE QUICKLY TO EXPLOIT THEM. 

8, TRADE MISSION: AT THIS WRITING WE ARE CONCENTRATING ON 

THE EMBASSY IN OUR OPERATIONAL REVIEW, SINCE WE HAVE. MORE ASSETS 
DEPLOYABLE AGAINST ITS EMPLOYEES THAN AGAINST THOSE OF THE TRADE 
MISSION. THE PHYSICAL LAYOUT OF THE TRADE MISSION, HOWEVER, 

( ) 
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DOES APPEAR TO OFFER SOME POSSIBILITIES FOR LEARNING SOMETHING ABOUT 



THE PERSONAL ACTIVITIES OF THE CODE CLERKS STATIONED THERE. WE 
SHALL BE EXPLORING THIS SITUATION IN DUE COURSE. 

3, WHILE THE REF A LIST OF SUSPEcT S oV IE T CODE CLERKS IN THE 
BONN -COLOGNE AREA IS OUT-DATED. HEADQUARTERS IS AWARE OF DE PA RT EE S 



ON THIS LIST THROUGH OUR ROUTINE REPORTING. WE HAVE A PROBLEM IN 

that all of t he Replacements of these departEes have not been 

ID EN Tl FI ED , AN D WE A RE N OW L ES S SU RE W HO A LL T HE C OD E CL ER KS A RE , 

Our comments on the ref a list follows 

A. KACHAYEvi DEPARTED, REPLACEMENT UNKNOWN, 

b. kuzmin: departed, possibly replaced temporarily by. 

TDY'ER OLEG ALEKSANDROVICH VOLKOV^ J A ND R EP OR TE D RE - 

PLACED permanently BY VASILIY MITROFANOVICH ustimenko^_ 

WHO WAS TEACHER ON PREVIOUS TOUR. (SEE WASHINGTON 0 20 631 AND 
2 83 39 f or further information). 

C. LIBAR0V: DEPARTED. REPLACED BY VALENTIN VLADIMIROVICH 

MATSKOvj^ "JbASED ON LATTER’S BEING SUSPECT. CODE CLERK 

ON PREVIOUS TOURS, AND FROM SLOT SUCCESSION THIS TOUR, NO TRAVEL IN 
FRG. WIFE RECEIVED PHONE CALL APRIL 77 FROM RELATIVE IN MOSCOW WHO 
INFORMED HER UNCLE HAD DIED. SLIGHT SUGGESTION FROM THIS CALL THAT 
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wife’s family still Russian orthodox practitioners, no other info 

DEVELOPED TO DATE, 



D. PODOROGAI SUSPECT REFERENT UR A CHIEF, DEPARTED. REPLACED 

BY YURIY ALEKSANDROVICH KABANOV £ 1 MSO SUSPECT 

REFERENTURA CHIEF, BASED ON SLOT SUCCESSION. KABANOV IS ATTACHE, 

ON DIPLOMATIC LIST. RECENT TELEPHONE CALLS SUPPORT SUSPICION HE IS 
REFERENTURA CHIEF, <WE NOTE, HOWEVER, THAT MIKHAIL FILIPPOVICH 

klenin Jalso attache and on dip list, was either 

REFERENTURA CHIEF OR CODE CLERK ON PREVIOUS TOUR, KLENIN HAS NOT 
TRAVELED IN FRG NOR HAS HE USED PHONg, SUGGEST KLENIN MAY BE CODE 
CLERK HERE.) KABANOV TRAVELED 0 NC E TO BERLIN WITH WIFE AND ANOTHER 
SOVIET COUPLE. 

E. OVCHINNIKOV! STILL HERE, HE AND WIFE HAVE CONDUCTED LONG 
PHONE CONVERSATIONS WITH RELATIVES IN MOSCOW. ONE OTHER PHONE 
CALL, BETWEEN TWO OTHER SOVIETS, CONCERNED OVCHINNIKOV AND TENDED 
CONFIRM THAT HE IS CODE CLERK. NO TRAVEL IN FRG. 

F. ROGALEV: STILL HERE, PER BFV LIST, BUT WE FIND THIS 
DIFFICULT TO CREDIT, SINCE HE ARRIVED IN 1970. NO TRAVEL IN FRG, 

NO PHONE CALLS -- NOR ANY SIGN OP LIFE* FOR THAT MATTER, SINCE 
HIS ARRIVAL. 
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G. MANUYEVl DEPARTED. REPLACEMENT UNKNOWN, 

H. MESHERSKIY: DEPARTED. REPLACED BY VALERIY VIKTOROVICH 

pr ok or ye \ii technician, headquarters has not specifi- 

cally LISTED LATTER AS SUSPECT CODE CLERK BASED ON SLOT SUCCESSION 
THIS TOUR. NO TRAVEL IN F RG , NO PHONE CALLS, 

I. P AG UR SK IY : DEPARTED, REPLACED BY IVAN VLADIMIROVICH 

NlKOLAYEvj^ J, SUSPECT CODE CLERK BASED ON SLOT 

SUCCESSION THIS TOUR, NO TRAVEL IN FRG, NO PHONE CALLS. 

4, Q TpRELIMInaRY FOOT CASING OF HAMBURG 

SOVIET CONSULTATE GENERAL INDICATED THAT L'P WITHIN 100 FEET NOT 
READILY AVAILABLE. WE ARE AWARE THAT BF V HAS OPERATION WITH SITE 
WHICH MIGHT MEET DISTANCE REQUIREMENT. NEW SOVIET REFERENTURA 

CHIEF AND COMMO TECH WERE IDENTIFIED IN f ~1 30 70 1 AND 30 80 4. 

r 

B • / : [FORWARDED DATA TO HEADQUARTERS CONCERNING SOVIET 

CONGEN USE OF OTP TO PASS MESSAGES OVER TELEPHONE TO SOVIET 
EMBASSY, BONN, AFTER DUTY HOURS. JJ 3 I 6 34 AND 316 06). THIS 

INFORMATION CONSTITUTED THE ONLY INDICATION WE HAVE HAD AS TO TYPE 
OF COMMUNICATIONS AVAILABLE TO THE HAMBURG SOVIET CONGEN, 

5. ^ jj WE NOTE THAT REF a MAKES NO REFERENCE TO 

A CRYPTO TARGET AT SOVIET MILITARY L IA IS ON MISSION (SMLM), ' WE 
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